RSA VPN Two-Factor Authentication

Secure, remote access for high security needs.

Do you really know who's accessing your most sensitive networked information assets? If you're using
security built on static, reusable passwords, you could be a sitting duck for hackers. For businesses with
PCl or HIPAA compliance requirements or that need secure remote administration or end-user access,
two-factor authentication is a key piece of maintaining compliance and system security. Rackspace
Two-Factor Authentication provides better assurance that authorized users are positively identified before
they interact with mission-critical data and applications, whether through client-based VPN or web-based
SSL VPN.

How It Works

SECURE ID
FIREWALL APPLIANCE 130 OR 250

SECURE TUNNEL

REMOTE ADMIN

Each RSA Authenticator token automatically generates a unique password every 60 seconds. Two-factor
authentication requires users to enter something they know (a unique PIN) and something they have
(the authenticator token password) — providing a much more reliable level of user authentication than
solely relying on reusable passwords.

Rackspacee Two-Factor Identification Options
Choose between the RSA SecurlD® Appliance 130 or the 250:

e RSA SecurlD Appliance 130 for simple, cost-effective deployments in companies of any size,
including single-replica, high-availability (HA) deployments.

e RSA SecurlD Appliance 250 with dual power and redundant discs for organizations that
require large, HA deployments (up to 15 replicas).

Once you've chosen your SecurlD Appliance, you can purchase RSA Authenticator tokens in 10, 25, 50,
100, 150, or 250 token bundles. Additional user licenses and tokens can be added to the appliances for
an additional cost at any time.

Rackspace and RSA

Two-factor Authentication from Rackspace is powered by industry-leading RSA SecurlD technology,
with a 20-year history of outstanding performance and innovation.

A team of Rackspace CCSP- and RSA-certified professionals fully manage your dedicated RSA SecurlD
appliance and Authenticator tokens.
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